Abstract-Information security for connected devices with network system is under threat due to fraudulent activities, denial-of-service (DoS), and malware. Phishing attacks are a major fraud activity which can be controlled by human factors. This research is aimed to increase the information security awareness of the vocational students in Malaysia. An enhanced knowledge-attitude-behavior model has been developed to increase the awareness level on phishing attacks. In this model, the existing knowledge of the sample students is measured and repeated after educational treatment. The model hypothesis is validated by the collected data on the students and the model output is thoroughly analyzed. Thus, it demonstrates that the proposed model is an enhanced model in strengthening the information security knowledge and awareness of the students.
I. INTRODUCTION
Nowadays, social networks such as Facebook, Instagram, twitter, skype, WhatsApp, and Imo have become a common platform for online communication through the devices connected to the internet. However, this advantage of cheap and effective communication cost the risks of phishing, fraud scam, malware, viruses, and illegal cybercrime [1] . This research only concentrates on information security awareness related to phishing attacks.
Phishing attack is a worldwide issue that has been occurring with increasing order since the widespread use of internet communication. This attack is a process of data acquisition by targeting the users without their realization of data stealing [2] - [3] . There are various forms of antiphishing mechanism developed to encounter the phishing attacks. The common method is to use add-on or plugin to block and blacklist suspicious Uniform Resource Locators (URLs) listed by Anti-phishing Work Group (APWG) [4] that analyses data obtained from phishing criminals and publishes the statistical data for references. This research narrowed down the scope by considering phishing attacks that only occur in Malaysia where the statistical data and incident reports are maintained by Malaysia Computer Emergency Response Team (MyCERT) [5] , a team involving the Cyber Security.
A complete Information Communication Technology (ICT) system consists of humans, devices, network and mechanisms. Human factor is one of the most important elements to maintain the reliability of ICT. Therefore, humans play an important role in information security of the system and must have awareness of security issues in order to make the system reliable and perform in the best way [6] .
In earlier research, a pilot study was carried out for measuring the awareness level of vocational students in a Malaysian institute by the data collected from a random sampling of participants [7] . Furthermore, this research study is the enhancement process which is to investigate the awareness level of phishing attacks on the targeted group of vocational students. Then, the data result being analyzed for improvement. The current research study involves an experimental design for the targeted group that gains higher awareness after receiving treatment of education.
II. METHODOLOGY
This research study was conducted on Industrial Prototype Design (IPD) students in a vocational institute, ADTEC Jerantut, Pahang. The selection of this student group was based on their literacy on computer knowledge which is basic skills needed on this research compared to the groups with other courses in ADTEC. The level of skills in computer is correlated with the item questions that are asked on the sample students. Fig. 1 describes the total number of students, out of which sample students are selected for data collection. Fig. 2 shows the enhanced KAB model proposed in this research. The proposed KAB model includes e-learning to improve the weaknesses of the original KAB model. An overview of the methodology is presented by Fig. 3 , while Fig. 4 shows the framework on education treatment phase involved in this experimental design. It was based on designing a theoretical framework that demonstrates the relationship between variables. In the interval between Phase I and Phase II experiments, the training sessions were arranged to deliver treatment (education) by describing the examples of phishing attacks and processes. Security awareness program can deliver information on security threats whereas the demonstration of mechanism of the program can educate users on creating awareness on the security loopholes [9] . Education is an essential aspect of the human factors that enhance knowledge of information security in an institution. Information Security Awareness Training (ISAT) was introduced by Kim [10] to provide awareness by training workshops. In this phase of framework, with the experiences on education on phishing activities, the trainers assist in educating students to realize the proposed KAB model with more relevancies. Phase I survey questionnaire was designed based on demographics and general information as self-knowledge or existence of participants' knowledge. The set of questions includes a general understanding on Information Security Awareness (ISA). In this phase, the focus is more on collecting data such as respondent demographics and selfknowledge. In phase I, we consider the following hypothesis test:
H0 : x̄ 50% of IPD students have less awareness to phishing attacks. H1 : x̄ > 50% of IPD students have less awareness to phishing attacks.
The process on Phase II questionnaire becomes more crucial as compatible questions are required for the selected elements of the proposed KAB model. The process development basically refers to the benchmark model questions in HAIS-Q [8] .
The questions related to knowledge are slightly simpler than those of other elements. The attitude is covered in behavioral attitudes and attributes representing the affective domain in learning map. Taxonomy learning in the cognitive domain developed by Bloom is obviously useful until now in any education. Phase II questionnaire items were developed covering five focus areas as mentioned by Komatsu [6] who used a set of questionnaires to find data analysis on attitudinal aspects. Results from these questionnaires were validated using z-test and Cronbach's alpha is used to measure their consistency [11] with Statistical Package for Social Sciences (SPSS).
Furthermore, the dimension knowledge includes an elearning element. This is to investigate the function of elearning in enhancing the awareness level for simple and faster understanding. E-learning also includes presentations with video clips on spear phishing, available online through Open learning and Phish awareness blog for self-study purpose. In Phase II, the following hypothesis test will be carried out:
H 0 : x̄1 30 % of IPD students less awareness on phishing attacks after exposed to KAB model. H 1 : x̄1> 30% of IPD students less awareness to phishing attacks after exposed to KAB model. The survey data from Phase I and Phase II experiments were used to test both hypotheses.
III. RESULTS AND DISCUSSION
In the survey on sample students in Phase I, questionnaires divided into three dimensions: Knowledge, Attitude and Behaviour were developed to reveal the existing knowledge of respondents on phishing attack. The total number of respondents in Phase I was n = 67. Herewith of samples, we found that the respondents chose to have low to medium knowledge on phishing activities. In the Likert scale with 5 points, the point 5 implies strongly known, while the point 1 indicating strongly unknown. Referring to the survey result on Fig. 5 , majority of the students preferred to choose lower points on the knowledge on phishing implying that they did not know about phishing in the timeline.
Next, the sample mean age x̄ i.e., average age of respondents was calculated as 21 years. In Phase I, 50 students representing 74.6% have less knowledge on phishing. In order to measure the significance of the hypothesis testing, we use z-test which is given by
Validation results indicate that 74.6% (or 0.75 expressed as a proportion) have less awareness and 25% of the students have a good awareness of the phishing attacks. Hence, the z-score value calculated as z = 4.098 was compared to that in statistical table: Cumulative Standardized Normal Distribution [13] . The obtained zscore from statistical table as z = 3.62, which is less than our calculated z, provides A(z) as 0.9999 (as noticed in Fig. 8 ) where 99.99% confidence level occurs with 0.01% on righttail. This shows that this null hypothesis is rejected because 75% of respondents have less awareness on phishing attack. This implies that strong actions are needed to assist to improve the awareness situations of IPD students. The value of Phase I hypothesis complies with the pilot study on Malaysians' awareness of phishing attack where approximately half of samples study had a less awareness [7] . To study the awareness level of male and female students, separation of male and female was made as demonstrated in Fig. 6 . The results reveal that the female has less awareness than the male. 28 students were counted as "female having less awareness" (FLA) compared to 22 students for "male having less awareness" (MLA). This happens because the attitude and behaviors of female are reflected by their feelings rather than thinking in details. It is in line with the result from Farooq et al. [12] . Mean values of male students were better than female students on antiphishing self-efficacy and anti-phishing behavior.
Experiment in Phase II was conducted after sample students received treatment that is applied on respondents with education and complete guidance with question-answer sessions. In this part, the questionnaire was made based on knowledge testing of Knowledge-Attitude-Behavior (KAB model). Referring to Fig. 9 , a total 28.4% of students had less awareness while 71.6% of students had good awareness level on phishing after attending the training sessions, demonstrating that knowledge of the sample students increases with training.
In Experiment II, the sample selected from the respondents in Experiment I, was n students with n = 60. The counted percentage of less awareness in the sample was 28.4% (or 0.28 expressed as a proportion), while 72% students have good awareness of phishing attacks. If they are perfectly split into two groups, 50% should be expected to each group. Thus, in this sample of 60 respondents, there was a proportion ( ) of 0.5 on who choose to have less awareness. z-score can be calculated as The z-score value was compared with the one obtained from Statistical Table (Standard Normal Probabilities) [13] - [14] to validate the result. The value obtained from statistical table as z = -3.39 for which normal distribution value of A(z) = 0.0003 was found from z-table distribution. As this value is located on the right-sided area, we calculate that P(Z ≥ z-score) = 1 -left-sided area = 1 -0.0003 = 0.997
Referring to Fig. 8 (Right-sided area) , the value 0.997 still falls under A(z) which shows 95% confidence level with lower limit of 5% on the right tail. Therefore, the null hypothesis (H0) on x1 cannot be rejected. Hence, it shows that the training with complete guidance on KAB model was successful because below 30% of sample students have less awareness. It was a significant enhancement of knowledge during Experimental II.
After treatment of education and experience sharing, the result of Experiment II showed that the number of "females having high awareness" (FHA) counted as 25 (45%) while the number of "males having high awareness" (MHA), only 18 (30%). Fig. 9 shows the awareness level of male and female students where awareness increases to a better level than that in Experiment I. Based on scenario of respondents' behavior, female was less vulnerable to the phishing attack than male. Referring to Experiment II, awareness of females was better than males because mostly females usually give full attention in training session. Obviously, the influence of concentration on training would support the enhancement of awareness of the students. Fig. 8 . Cumulative standard normal distribution [13] . 
Cronbach's alpha
Phase I : 0.70
Phase II : 0.903
Result :
Consistency become higher Reliability and the internal consistency of questionnaires were measured using Cronbach's alpha correlation as shown in Table II . The reliability of the method in Phase I Experiment was approximately 0.7, which rises to 0.903in Phase II Experiment, providing a better internal consistency.
Tables III-IV provide the comparisons of overall results. Table III provides the priority of training on three dimensions in Phase I. Obviously the knowledge was of the highest priority because only 25.4% of the sample have good awareness, followed by attitude (49.3% of good awareness) and then behavior (50.7% of good awareness). This indicates that the overall students have low awareness that necessitates training in handling the phishing attacks. In the dimension of behavior, only two components, B1 and B2 are available to describe the behavior. That means, this is hard to evaluate the students on this dimension associated with perception and habit. It involves cognitive domain as introduced by Bloom. Changing security behavior is challenging as it requires an effective and complete training on security experiences and trends [9] . The highest percentage of behavior is with B1 as 63.3%, while the mean is 61.7%. Nonetheless, it increases from 50.7% as in Phase I Experiment, albeit the amount of increase is smaller than that in other dimensions.
IV. CONCLUSION
In this research, we developed ISA KAB model to raise the awareness level among students. Experimental data values recorded during Phase I and Phase II demonstrate the abilities of the enhanced KAB model in improving the students on information security awareness skills especially the phishing attacks. This model benefits other institutions in guiding and ensuring their students to have good awareness in information security. A company or an organization that intends their employees to obtain security awareness can use the proposed KAB model to strengthen awareness. As an example, an IT training consultant can use this model in Phase I to measure weaknesses of the employees for the purpose of Training Need Analysis (TNA). Then they can use the attributes elements of the KAB model as a guide to educate the employees. Collecting the data in Phase II again on the employees would provide an increase of knowledge and skills. Wasting time and resource would be minimal due to systematic arrangement of the model.
Other components of the system such as operating system, networking system, web browser and internet tools should be updated with latest firmware, patches and security tools [15] - [17] . Therefore, employees require education, training and internet security experiences to control the system. The proposed model emphasizes the development of human knowledge for ensuring the system to work safely.
